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Forensic practitioners are beginning to acknowledge that there is more to identifying
trace evidence than the methodology on which they rely. Instead, identiﬁcation is
based on human decision making, which is prone to error. The problem is that we
know very little about how these decisions are made, how often errors arise, what to
do about them if they occur, and how to acknowledge the risk of error in courts.
Dealing with errors in forensic science is not simply a matter of ‘getting rid of the
bad apples’. Instead, we must develop resilient systems that identify and enhance the
positive capacities of people and organisations that allow them to adapt effectively
under pressure. The recognition of error in forensic practice is an excellent ﬁrst step
in strengthening the ﬁeld, but ‘more and better research’ still needs to be conducted
to understand better the nature of expertise in identiﬁcation to improve training and
the value of expert testimony.
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Introduction
In May 2004, Brandon Mayﬁeld, a lawyer from Oregon, USA, was arrested by the
Federal Bureau of Investigation (FBI) in an investigation into a terrorist train bombing
in Madrid, Spain. Three examiners from the FBI ﬁngerprint lab, and one independent
examiner, attributed a print lifted from a bag of detonators to Mayﬁeld. Two weeks
after Mayﬁeld was arrested, the Spanish National Police identiﬁed Ouhnane Daoud – a
known Algerian terrorist – as the source of the print. After the FBI realised its mistake,
Mayﬁeld was released from custody.
In an interview with the Chicago Tribune, John Massey, one of the three FBI examiners who attributed Daoud’s print to Mayﬁeld, acknowledged the error: ‘We just did
our job and made a mistake,’ he said. ‘That’s how I like to think of it – an honest mistake.’ He went on to say: ‘I’ll preach ﬁngerprints till I die. They’re infallible.’
The above quote nicely illustrates a common assumption that has been traditionally
held by ﬁngerprint examiners. Massey starts by acknowledging that he made a mistake,
but in the very next breath, goes on to claim that ﬁngerprint identiﬁcation is infallible.
Clearly, he recognised that he and his colleagues attributed the print to the wrong person. How then could he claim that ‘[ﬁngerprints] are infallible?’ The answer is that
Massey was citing human error as the cause of the mistake, and that the methodology
of ﬁngerprint identiﬁcation was not to blame – and remains infallible. But of course
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there cannot be an identiﬁcation without a human examiner, so there is no distinction
between a human error – a ‘mistake’ in Massey’s words – and an error due to the
method that the examiner used to arrive at a decision. Prints don’t make errors. People
make errors.
In light of such claims of infallibility by Massey and others, and a general willingness to infer scientiﬁc validity from longstanding use, forensic science has recently
faced several attacks on the competence of its examiners and integrity of its methods.
These criticisms have taken the form of disputes over the legal admissibility of forensic
evidence in the United States (e.g. Daubert v. Merrell Dow Pharmaceuticals, Inc.) and
challenges posed by commentators from the peer reviewed legal and scientiﬁc circles
who highlight the absence of solid scientiﬁc studies on the competence of forensic
examiners and validity of their methodologies 1–7. Several authoritative independent
inquiries and reports have also placed considerable emphasis on the need for research
on the capabilities and competence of forensic examiners including: a 2009 report by
the US National Academy of Sciences (NAS)8, an inquiry into the controversial case of
Shirley McKie9, and the Expert Working Group on Human Factors in Latent Print
Analysis sponsored by the United States National Institute of Standards and Technology
and National Institute of Justice10. As a result of these reports and criticisms, academics, lawyers, policy makers, forensic examiners, and managers in Australia have been
scrutinising and modifying their practices and standards11, reﬂecting on the nature of
forensic science as a profession12, and questioning the role and relevance of legal mandates in forensic science13.
When the NAS recommended that: ‘Research is needed to address issues of accuracy, reliability, and validity in the forensic science disciplines,’ given that the human
factor is intrinsically tied to the methodology of ﬁngerprint identiﬁcation, their
demand for evidence is essentially a call for demonstrations of the competency of
examiners themselves. That is, experiments designed to measure expertise and examine the factors that inﬂuence human decision making. Many of the criticisms raised
in these reports and by critics are therefore not simply aimed at a particular process,
methodology, or standard, but are directed at forensic examiners to demonstrate that
their testimony is within the limits of their expertise – that they can in fact do what
they claim.
It is clear that practitioners are doing their best to capture criminals and uphold civil
liberties. They have a very high workload and are relentlessly coding evidence, making
identiﬁcations, supporting detectives, searching and maintaining databases. Few examiners, however, have the methodological skills, funding, time, infrastructure, or experience
with research to mount scientiﬁc studies of human performance to ensure that their discipline meets high scientiﬁc standards.
Applied cognitive scientists, on the other hand, have the reward structures already
in place for conducting and publishing high quality research on human expertise. We
spend our days designing, programming, and administering computer-based experiments, performing statistical analyses, communicating our ﬁndings in peer reviewed
outlets and at academic conferences, and we conduct our research across a variety of
professions. We are in an excellent position to help forensic examiners conduct ‘more
and better research’ as recommended by the NAS, while ensuring that their practice satisﬁes legal admissibility criteria. One such collaboration is described below, followed
by some lessons learned from diagnostic medicine, and a brief description of some
future research directions.
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Identifying ﬁngerprint expertise
Between September 2010 to February 2011, Tangen, Thompson, and McCarthy14
conducted an experiment in collaboration with the Forensic Services Branch at the
Queensland Police Service, and the participation of 37 qualiﬁed practising ﬁngerprint
experts from the Australian Federal, New South Wales, Queensland, South Australia,
and Victoria Police. These are the kind of data that are being called for by the NAS
and legal commentators, and this collaboration provides an excellent example of how
cognitive scientists can work with forensic examiners to engage in research to improve
their ﬁeld.
The aim of this experiment was to understand the extent to which qualiﬁed ﬁngerprint experts could distinguish between matching and non-matching prints compared
with novices. Aside from the original short report that we published, we discuss our
design choices, results, and implications of this experiment at length elsewhere15. In
short, the results from Tangen et al.14 indicated that qualiﬁed court-practising ﬁngerprint
experts were exceedingly accurate compared with novices – but they did make mistakes
– and tended to err on the side of caution by making misses (i.e. incorrectly declaring
that two matching prints do not match) rather than false alarms (i.e. incorrectly declaring that two non-matching prints match)16,17.
The expert ﬁngerprint examiners in our experiment performed exceedingly well by
correctly identifying 92.12% of the matching prints as ‘matches’ (hits), and correctly
declaring 99.32% of the non-matching prints as ‘non-matches’ (correct rejections).
Only three non-matching ﬁngerprint pairs out of the 444 examined were incorrectly
declared ‘matches’ (false alarms, 0.68%) by three different examiners. We gave the
same test to 37 novice participants from The University of Queensland, and they made
a large number of errors. In particular, novices mistakenly declared 55.18% (compared
with 0.68% for experts) of the similar, non-matching distractor prints as ‘matches’.
Note, however, that our experiment was not designed to measure the pervasiveness
of errors in practice or even to assess the accuracy of individual examiners or forensic
departments. We were measuring matching expertise rather than absolute performance.
That is, how well ﬁngerprint examiners perform relative to novices at comparing matching and non-matching prints. This high level of performance was indeed impressive;
especially when considering the corresponding performance of novices as well as the
accuracy of experts in other expert domains, such as face recognition18, diagnostic medicine19, radiology and pathology20.
Experiments such as ours permit qualiﬁed ﬁngerprint examiners to legitimately
claim specialised knowledge, which may satisfy legal admissibility criteria. These ﬁndings will go a long way in addressing the critics of ﬁngerprint identiﬁcation and signify
that ﬁngerprint examiners are trying to characterise their error rate. Our results make it
less likely that examiners themselves will suffer unfounded attacks on their practice. If
someone wants to challenge their expertise, then our methodology and experimental
design ought to be the target of criticism rather than the examiners themselves (assuming, of course, that their testimony does not extend beyond what these limited tests can
support).
We have demonstrated that the training and experience that ﬁngerprint examiners
have with matching prints provides a real beneﬁt, but the competency of examiners in
most other areas of forensic science has not been demonstrated empirically. Similar
experiments that demonstrate expertise ought to be conducted across other areas in
order to establish specialised knowledge. Research programs of this sort are relatively
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inexpensive and, if they are well designed, will minimise the risk of paying the cost of
unreliable evidence.
Beyond bad apples
The ﬁeld of medical decision making has developed over the last several years under
similar conditions as forensics, as there was an increasing awareness that physicians’
decisions too often resulted in adverse consequences for patients. In November of 1999,
the National Institute of Medicine released a report entitled: To err is human: building
a safer health system21. The report indicated that roughly 5% of autopsies reveal lethal
diagnostic errors for which a correct diagnosis coupled with treatment could have
averted death, and an estimated 40,000 to 80,000 US hospital deaths result from misdiagnosis annually19,21. Research into clinical expertise has matured over the last 14 years
and offers a wealth of experience and clues about the nature of decision making in
forensics and ways of enhancing forensic practices. Signiﬁcant progress has already
been made in measuring expertise, validating procedures and diagnostic information,
and developing resilient systems.
One of the main conclusions of the Institute of Medicine report was that ‘the
majority of medical errors do not result from individual recklessness or the actions of a
particular group – this is not a “bad apple” problem’ (p. 2). Rather than focussing on
the active errors that occur at the level of the frontline operator, attention should be on
the errors that are latent in the system (e.g. poor design, faulty maintenance, bad management decisions, poorly structured organisations, and so on). The ultimate goal is to
build resilient systems. To ‘make it harder for people to do something wrong and easier
for them to do it right’ (p. 2).
What can forensic managers learn from medicine about how to handle errors? For
example, they might ﬁnd out that a junior examiner incorrectly matched two prints from
different people. This error might have occurred during a training exercise, during casework when it was being veriﬁed by a senior examiner, or even in a criminal trial. One
option for addressing the issue is to scold the examiner, tell her to be more careful,
send her back to basic training, have a senior examiner watch over her carefully, or
even give her the sack. That is, get rid of the bad apple. Another option that is in line
with the recommendations of the Institute of Medicine report is to build up a repository
of these errors (or close calls) to pin down particular patterns and underlying causes.
One might ﬁnd that several examiners consistently make errors when prints are lifted
using a particular agent, when they are left on a particular surface, when the examiners
are working night shift, or after lunch. Take an analogous case in medicine, which
remains a signiﬁcant problem: illegible physician handwriting in medical prescriptions22. One solution might be to scold the doctor or retrain him in proper penmanship.
A more efﬁcient solution, however, might be to introduce computer-based prescription
writing19. Addressing the problem at the blunt end is much more effective than eliminating errors at the sharp end. In fact, eliminating errors at the level of the frontline
operator allows the latent failures to remain and accumulate in the system, making the
system more prone to future failure21.
In the wake of the Institute of Medicine report in 1999, anonymous near miss
reporting systems have been developed across the sector to help health professionals
learn from experience23, and identify accidents waiting to happen. In fact, schemes for
reporting ‘close calls’, have been institutionalised across many safety-critical sectors
including aviation, nuclear power technology, petrochemical processing, steel
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production, military operations, and air transportation24. Incident reporting systems,
however, are only effective if staff participate in the process and if timely corrective
actions effectively address vulnerabilities23. Building a repository of close calls and
errors in forensic science would certainly be a welcome shift from the current culture of
blame to a culture that acknowledges mistakes and learns from them.
More and better research
The NAS and others25 have called for the development of a research culture within
forensic science, which would fundamentally change examiners’ relationship with
empirical data and affect how evidence is understood and reported. Forensic science
would beneﬁt from adopting a similar approach to diagnostic medicine in handling and
reporting errors, conducting experiments, and building resilient systems centred on
human decision making. The recognition of error in forensic practice is an excellent
ﬁrst step in strengthening the ﬁeld, but ‘more and better research’ still needs to be conducted to better understand the nature of expertise in identiﬁcation to improve training
and the value of expert testimony.

Expertise
Much has been learned in medical decision making about novice and expert differences,
the inﬂuence of cognitive biases, and how best to incorporate such knowledge into
practice. There are many interesting and important research questions about forensic
expertise that would be well adapted to a similar and sustained program of research.
What sets an expert apart from a novice? How does forensic expertise develop over
time? Can we measure expertise physiologically? How does memory for forensic information relate to matching accuracy? Addressing questions about the nature of expertise
would provide a scientiﬁc basis for demonstrating the validity of forensic methods. This
line of research would promote scholarship that supports, challenges, and improves the
state of forensic science while allowing examiners to interpret evidence more effectively
and efﬁciently.

Training
Research into the nature of expertise in identiﬁcation would clearly have important
implications for training, assessment, and recruitment. We often assume that through
repeated efforts, we will learn from our experience, improve, and eventually succeed.
But feedback is critical for continuous improvement. Without corrective feedback, good
practice is not reinforced, poor performance is not corrected, and the path to improvement is not identiﬁed26. A problem that may be unique to identiﬁcation, however, is
that the ground truth of the source is often uncertain. Whereas doctors often have
mortality and morbidity meetings where diagnoses are compared with actual patient
outcomes (e.g. ground truth determined by autopsy), there is no way to be certain that
an identiﬁcation is correct in forensics. As Mnookin et al.25 note, if an examiner has no
independent knowledge of whether or not her conclusions in any given case are actually
correct, how can she learn from her experience? If she never knows when or if she
makes an error, how can she adjust her practices to increase accuracy? In order for
research and training in this ﬁeld to progress, it is critical that researchers have free
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access to databases of standardised forensic materials where the ground truth of the
source is built into the system14.
Longitudinal studies on the development of expertise could potentially reduce training time without compromising performance. For example, we could track the progress
of novice examiners entering a training program and test them on a range of measures
throughout their training. We could then determine how cognitive processing develops,
as novices become experts, and how quickly these capabilities develop. These ﬁndings
would help to determine the factors that best predict expertise and potentially reduce
the amount of time that it takes to turn novices into experts.

Testimony
The language that is typically used in current models of expert testimony does not
acknowledge human judgement in forensic practice – the ‘personiﬁcation of identiﬁcation’. Given the widespread criticism of a ‘zero error rate’ in ﬁngerprints, and the
excessively low probabilities reported in DNA proﬁling, a contemporary model for presenting expert testimony is needed8. Following developments in the US and Canada,
Edmond27 has suggested that Australia should adopt a reliability standard, and the UK
Law Commission28 has recently announced similar recommendations for admissibility
practice in England and Wales29. Indeed, the authoritative reports listed above have
called for empirical information about accuracy and performance, along with details
about the performance of the entire forensic decision making process – including
human performance.
Examiners are obliged to acknowledge the possibility of error throughout the entire
decision making process from collecting specimens at the crime scene to the presentation of the evidence in court. Claims about the uniqueness of features (in DNA, ﬁngerprints, or any trace evidence) sidestep the role that humans play in the decision-making
process. A wrongful conviction could result from being in the numerator of an extremely small probability (e.g. one in a million or one in a billion), or from the many
potential errors that might arise from human involvement (e.g. clerical errors, bias, distraction, corruption, continuity, and so on). Given the likelihood of error across all other
areas of human expertise, mistakes that occur on the order of one in a hundred or one
in a thousand times would severely deﬂate the very small probabilities that are commonly reported in DNA30. An ideal model of expert testimony would reﬂect the very
real possibility of error for the entire system rather than the probability of error for a
particular methodology or technique.
The way that forensic examiners present their testimony is an area of future
research and should be discussed and debated. Several factors must be considered in
the development of an acceptable model. How should fact ﬁnders interpret experiments on expertise and accuracy? How should examiners express their opinions
about a match, the risk of error, and exactly what they mean by an identiﬁcation? If
a person’s conﬁdence in an identiﬁcation is a poor indicator of their accuracy31,
should examiners express their conﬁdence or certainty in the strength of the ﬁngerprint match? Should juries be permitted to examine and consider the strength of
forensic evidence? Regardless of the answers to these questions, a contemporary
model of expert testimony must not extend beyond the capabilities of examiners or
beyond what the results of the latest experimental ﬁndings on expertise and accuracy
can support.
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Conclusion
Fingerprint examiners have traditionally cited longstanding use, the application of precise methods, and the uniqueness of the specimen as evidence for the reliability and
validity of their discipline and justiﬁcation for claims of individualisation and infallibility. The same logic persists across the analysis of all trace evidence, including forensic
DNA, where promoters typically cite vanishingly small random match probabilities,
which tend to be regarded by juries as virtually infallible32. Given the recent experiments on expertise and the reports issued by the NAS, Lord Campbell’s inquiry into
the McKie case in Scotland, and the Expert Working Group on Human Factors in
Latent Print Analysis, the ﬁeld is beginning to acknowledge the central role that
humans play in the identiﬁcation process, and that methodologies cannot operate without practitioners; and practitioners, like all of us, make mistakes.
Given the inevitability of errors, then, the question that needs to be addressed is:
how difﬁcult is the task of matching trace evidence to its source, and what are the
factors that inﬂuence this difﬁculty? Signiﬁcant progress has been made in reporting
accuracy and dealing with error in diagnostic medicine and many of these lessons and
pitfalls can be tailored to forensic identiﬁcation. The issue is no longer whether forensic
examiners make errors, but rather how to acknowledge and learn from them, how to
move beyond the adversarial system currently impeding advancement of the ﬁeld, and
how to develop a culture of cooperation between researchers and experts.
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